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1. O0mue noy10KeHHU st

1.1. TTonoxenue o 3ammre nepcoHanbHeix qaHHeix YUY 1O «KPYT-OXPAHA
TPYJIA» (nanee —Paboronaresns) pa3paboTaHo B cOOTBeTCTBHH ¢ DenepaabHBIM
3akoHOM oT 27.07.2006 Ne 152-®3 ¥ MHBIMH HOPMATUBHO-IIPAaBOBBIMH aKTaMHU B
00J1acTH 3aIMThI IEPCOHATBHBIX JaHHBIX, IEUCTBYIOIMMHU HAa TeppUTOpUHN Poccum.

1.2. Ilenp Hacrosmero IlonoxkeHuss —3amUrTa NEPCOHAIBHBIX JaHHBIX
pabotaukoB YVYIIIO «KPYI'-OXPAHA TPYJIA» OT HeCaHKIIMOHHPOBAHHOTO
JOCTYyNla ¥ pasljalleHus, NpeJOTBpallleHue U BBIABJICHHE  HapyIICHUH
3aKoHoJaTenbcTBa PD, ycTpaHeHHe MociieICTBUM TaKUX HapyIIEHUH.

1.3. B nensx nacrosmero Ilonoxenus:

e IIOJ TNEepCOHAIbHBIMM JaHHBIMU (manee —IIJ[) monumaercs mobas
uHpOpMaIMsi, MpSIMO WIA KOCBEHHO OTHOCAIAACS K  CyOBEKTy
NEPCOHAJIBHBIX JAHHBIX;

o 1o yrpo3amu OesonacHoctd I/l moHuMaercs COBOKYNMHOCTH YCJIOBHUH U
(bakTOpOB, CO3JAIOIIMX ONACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE
CIly4aifHOro, JOCTyNa K IMEpPCOHAJbHBIM JaHHBIM, pPE3yJIbTaTOM KOTOPOIo
MOTYT CTaTh YHUYTOXXEHHE, W3MEHEHHE, OJIOKMpOBaHHE, KOIHMPOBAHUE,
IIPEI0CTABIIEHUE, PACIIPOCTPAHEHHUE MEPCOHAIBHBIX JTaHHBIX, a TAK)KEe MHBIE
HEIpaBOMEpHbIE JeHCTBUS MpU X 00paboTke B MH)OPMAIMOHHOW CHCTEMe
NEPCOHAJIbHBIX JJAHHBIX;

e 107 ypoBHeM 3amuiieHHocTd II/] moHumaercs KOMIUIEKCHBIM IOKa3aTellb,
XapakTepusyromuil TpeOGoBaHMUsS, HCIOJHEHHE KOTOPHIX oOOecreYrBaeT
HeHTpaln3auuio onpee’aeHHbIX yrpo3 6e3onacHoctH [1J] mpu ux ob6paboTke
B MH(GOPMAILIMOHHOI cucTeMe.

1.4. Hacrosmee IlosnoxkeHne 1 M3BMEHEHHsI K HEMY YTBEPKAAIOTCS AUPEKTOPOM
Yy IIIO «KPYI-OXPAHA TPY/IA» u BBoaArcs mnpuxkazoM. Bce paboTHUKH
JIOJKHBI OBITh 03HAKOMJIEHBI 110/ IOAIKUCH ¢ JaHHBIM [los0keHneM 1 U3MEHEHUsIMU K
HEMY.

1.5. Hacrosmee Ilonoxenue Berynaer B cuity ¢ 20.01.2025r.



2. 3amuTa NepCOHAJbHBIX JaHHBIX

2.1. PaGoToaaTens NpUMHUMAET clieyroumue Mepsl 1o 3ammure [1/1:

2.1.1. Ha3nayeHue JuIia, OTBETCTBEHHOro 3a oOpabGorky IIJ[, kortopoe
OCyIIEeCTBIIsIET opranu3auuio oopadorku I1J], oOydyeHne u MHCTPYKTaX, BHYTPEHHHUI
KOHTPOJIb 3a cobmoieHneM paboTHukamu TpeboBanuii k 3ammre [1/1.

2.1.2. Pa3paboTka NoJMTUKU B OTHOIEHHH 00paboTku [1/1.

2.1.3. YcranoBnenue npaBui gocryna k I1JI, obecrieuenue perucrpauuu u
ydeTa BceX JAeicTBHid, coBepmaemsix ¢ [1/].

2.1.4. YcraHoBiieHHEe WHIMBUAYAJBHBIX IIapojed [OCTyIla COTPYIHHUKOB B
UHPOPMAIIMOHHYIO CHCTEMYy B COOTBETCTBUM C HUX IPOHM3BOJICTBEHHBIMH
00513aHHOCTSIMHU.

2.1.5. llpumeHeHue MpolIEAUX B YCTAHOBJIEHHOM IIOpSAIAKE IPOLEIYpY
OLIEHKH COOTBETCTBHS CPEICTB 3aLIMTH HHPOPMALIHH.

2.1.6. CepTuduuupoBaHHOE aHTUBHUPYCHOE IIPOrpaMMHOE OO€CleYeHue ¢
peryJiipHO OOHOBJISIEMBIMH Oa3aMH.

2.1.7. Cobmonenue ycnoBuid, oOecnedynBaommx coxpaHHocts IIJI u
UCKJTIOYAIOLIUX HECAHKLIMOHUPOBAHHBINM K HUM JIOCTYII.

2.1.8. O6HapyxeHHe (HaKTOB HECAHKIIMOHMPOBAHHOrO Joctyna K IT/1.

2.1.9. Boccranosnenue IIJ, MoAMPUIMPOBAHHBIX WM YHUYTOKEHHBIX
BCJIEJICTBHE HECAHKIIMOHUPOBAHHOT'O JOCTYIIA K HUM.

2.1.10. OOyuenue paOOTHUKOB, HEIMOCPEACTBEHHO  OCYIIECTBIIAIONINX
o6pabotky 1], monoxxeHusm 3akoHoaTeabcTBa PO 0 epcoHaIbHBIX JaHHBIX, B TOM
yuciie TpeOOBaHMSIM K 3aIIUTe EPCOHAIBHBIX JaHHBIX, JOKYMEHTaM, ONpeIeIsSIONUM
nonuTuky PaGoromarens B orHomeHuun oO6paborku ITJ[, jOKadbHBIM aKTaM 110
BoIpocaM 00pabOTKU NIEPCOHANIBHBIX JaHHBIX.

2.1.11. OcymiecTBiieHHE BHYTPEHHETO KOHTPOJIA U ay AUTa.

2.1.12. Ompenenenure Tuna yrpo3 0e30MaCHOCTH M YPOBHEH 3aIlUIIEHHOCTH
I[1]1, koTOpBIE XpaHATCS B MHPOPMALIMOHHBIX CUCTEMAX.

2.2. Yrpo3bl 3alIUIIEHHOCTH IEPCOHAIIBHBIX JaHHBIX.

2.2.1. Yrpo3sl NepBOro THmna. B cHCTEMHOM IpOrpaMMHOM 00€eCIeUeHUH
MH()OPMALIMOHHOM CUCTEMBI €CTh (YHKUHOHAJIbHBIE BO3MOXKHOCTH IIPOIPaAMMHOI0O
obecrieyeHusi, KOTOpbIE HE yKa3aHbl B ONMCAHUM K HeMy /MO0 HE OTBEYaroT
XapaKTepUCTUKaM, KOTOpbI€ 3asBUJI IIPOM3BOAUTENL. M 3TO NMOTEHIMAIBHO MOXKET
MIPUBECTU K HEMPABOMEPHOMY UCIIOJIb30BAHUIO NIEPCOHAIBHBIX JaHHBIX.

2.2.2. Yrpo3sl Broporo THmna. lloreHuuanbHele MpoGIeMBl € MPHUKIAIHBIM
POrpaMMHBIM 00€CIIeYeHNEeM — BHEIIHUMU IPOrpaMMaMH, KOTOpBIE yCTAHOBJICHBI
Ha KOMIIBIOTEpax paOOTHHUKOB.

2.2.3. Yrpo3sl Tpetbero tuna. [loTeHnuanbHoi OMacCHOCTH HU OT CHCTEMHOTIO,
HH OT IPOrPaMMHOI0 00ecIeYeHus HeT.

2.3. YpoBHHM 3aIMLIEHHOCTH NIEPCOHATIBHBIX JaHHBIX.

2.3.1. IlepBblif ypoBeHb 3alMIIEHHOCTH. Ecau paboronarenb OTHEC
MH(OOPMALIMOHHYIO CHCTEMY K IIEpBOMY THUILy YIPO3bl MJIM €CJIM THUII YIPO3bl BTOPOA,
HO paboronarens oOpabarbiBaeT crenuansHbie Kateropun IIJ[ Goxee 100 TeIC.
¢busndeckux Ui 6e3 yyera pabOTHHKOB.



2.3.2. Bropoii  ypoBeHb  3alIMIIEHHOCTH. Ecimm  Tum  yrpossl
BTOpOIi M paGoToaarens o6padaTsiBaeT crienranbHble Kareropuu [1]1 pabotHukoB BHE
3aBHCUMOCTH OT MX KOJMYECTBA WM creunuanbHele kareropuu IIJ] menee uem
100 Toic. ¢usmyeckux jmu, wid Jobble apyrue kateropun I1J[ Gonee wem 100
THIC. GU3MYECKMX JIUL[, WM TIPH TPETheM THIIE Yrpo3bl paboronaresns oOpabaTsiBacT
ClielMaIbHbIe KaTeropuu JaHHbIx 6osee 4eM 100 Thic. GU3MIECKHX JIUIL.

2.3.3. Tperuii ypoBeHb 3alMIIEHHOCTH. ECaM Ipd BTOPOM THUIIE YTIPO3bI
pa6oronarens oGpabatsiBaet obumme I1J] paGorHukoB mmm menee uyem 100 TsIC.
(GU3MUECKUX JIMI, WIM TPUA TPETheM THIE Yrpo3sl paborojaTens oOpabarhiBacT
crieranpHbie Kareropuu I1]] paboTaukoB wiu MeHee 4yeM 100 Thic. GU3MUECKUX JIHIL,
WJIM TIpU TPEThEM THIIE Yrpo3bl paboromarens obpabarsiBaer OGumomerpuueckue 1171,
WJIM TIPY TPEThEM THIIE YIpo3bl paGorozarens obpabareiBaeT obmue 1] Gonee yeMm
100 ThIC. PU3UYECKUX JIMII.

2.3.4. YerBepThlii ypOBEHb 3aIUIIEHHOCTH. Eciu mpu TpeTheM TUIIE YTPO3bI
paGoTonarens obpabarbiBaet TonbKO 06ume ITJ[ paGorHukoB mian mexee dem 100
TBHIC. PU3NYECKUX JIHLL.

2.4. Ilpm deTBepTOM YpOBHE 3AIIMUIICHHOCTH MEPCOHAIBHBIX  JAaHHBIX
paboronares:

o obecreunBaeT peXuM 0e30MacHOCTU ITOMEILEHMH, B KOTOPBIX pa3MelaeTe
UH(POPMALIMOHHYIO CUCTEMY;

o 00ecreunBaeT COXPAaHHOCTh HOCUTENEH HHOpMaLUK;

« yTBEpXKIaeT MepedeHb pabOTHUKOB, JOIYIIEHHbIX 10 [T/T;

e HCIIOJB3YET CPEACTBA 3alIUThl MHPOPMAIMM, KOTOPbIE MPOLUIM OLECHKY
COOTBETCTBUsA TpeOOBaHMAM 3aKOHa B 00yacTu obecreyeHus 6€30IacHOCTH
UH(pOpMALIUH.

2.5. Ilpu TperbeM ypoBHE 3allMIIeHHOCTH [IJ[ TOMOIHUTETBHO K MEpaM,
TepeuncleHHsM B myHkTe 2.4 HacTosmero Ilonoxenus, paboronarens Ha3Ha4yaeT
OTBETCTBEHHOTrO0 3a obecrnieuenue 6ezonacHoctu [1/] B MHGOPMAIMOHHON cUCTEME.

2.6. Ilpu BTOPOM YpoBHE 3alIMIIEHHOCTH IIJ[ TONOMHUTENBHO K MEpaMm,
TepeynciIeHHbIM B MyHKTax 2.4, 2.5 Hacrosmero [lonoxenus, paboronarens
OrpaHUYMBAET JOCTYIl K 9JIEKTPOHHOMY JKypHAlTy COOOIICHUH, 32 HCKIIOYEHHEM
paGOTHHMKOB, KOTOPBIM TaKie CBEACHUs HEOOXOMMBI I pabOTHL.

2.7. Tlpm mnepBoM ypoBHe 3amuiieHHoCTH [IJ[ MOMONHUTENBHO K MEpaMm,
TepedyrcIeHHBIM B IyHKTax 2.4—2.6 Hacrosmero [Tonoxenus, paboToxaTes:

o obecrieunBaeT AaBTOMATMYECKYIO PErUCTPALMIO B 3JIEKTPOHHOM JKypHaje
6e30MacHOCTH W3MEHEHWs IOJHOMOYHMA pabOOTHUKOB I10 JOIYCKy K
I1]1 B cucreme;
co3jaeT OTHeN, OTBETCTBEHHBIH 3a 6e3omacHocts I1J] B cucreme, mnubo
BO3JaraeT Takyl OOS3aHHOCTh Ha OJMH U3 CYHIECTBYIONIIMX OT/AEJIOB
pabGotonares.

2.8. B nensax 3amuthl [1]] Ha 6yMa)kHBIX HOCUTENAX paboToHaTeb:

IPUKA30M Ha3HayaeT OTBETCTBEHHOIO 3a 06paboTky I1/1;

OrpaHHMYMBAET JOMYCK B IIOMEIIEHHs, I€ XPaHATCS JTOKYMEHTBI, KOTOPBIE
coaepxar 1]l pabOoTHUKOB;

XpaHHT  JOKyMeHTBl,  cojepxkamme IIJ  paGothukoB B mKadax,
3aMUparoOIMXCs Ha KIH0Y,



« XPaHWT TPY/OBbIe KHHKKH paOOTHUKOB B celie.

2.9. B nensx obecrneyenus KOHPUICHIIMATBHOCTH JOKYMEHTHI, cojepskamue [1]1
pabOTHUKOB, 0GOPMIISIOTCS, BELYTCSA U XPAHATCSA TOJIBKO pPaOOTHUKAMH, JIOITY ILIEHHBIE
K [1]] paboTHHKOB.

2.10. PaGorauku pabortoparess, gomyuieHHble K [1]] paboTHHKOB, MOAMKCHIBAIOT
00s13aTe/IbCTBA O HEpasrJIalleHNH MEPCOHAIBHBIX JaHHBIX. B IPOTHBHOM cily4yae 10
o6pabotku [1]] paGOTHHKOB HE OITy CKAIOTCH.

2.11. Jlomyck K JgokymeHtaM, cozpepkammM IIJ[  paGoTHHMKOB, BHYTpH
OpraHM3allMi OCYIIECTBISETCS Ha OCHOBaHMM PeriameHnra jmomycka pabOTHHKOB K
00paboTKe MepCOHATBHBIX JaHHBIX.

2.12. Ilepenaua 1/ mo 3ampocam TpPETHUX JIMII, €CJIM TaKas repejayda npsMo He
IpelyCMOTpeHa 3aKOHOJATeIbCTBOM P®, /101yCKaeTCsl MCKIIOYUTENIBHO C COITIacHs
paboTHHKA Ha 06pabOTKy €ro MepcoHaIbHBIX JAHHBIX B YACTH MX MPENOCTABICHUS
WIM COIJIACHs Ha paclpoCTpaHEHUE NIEPCOHAIBHBIX JIaHHBIX.

2.13. Tlepenaua undopmauuu, copepxameii cenenus o IIJ[ paGoTHUKOB, 1O
TeneOHy B CBS3M C HEBO3MOJKHOCTBIO HMIECHTH(QUKAIMM JIMIA, 3alpalliBaroOLIero
UH(OpMAIHIO, 3aIPEIAeTCs.

3. FapaHTHH KOHQHIAECHIHATBHOCTH NEPCOHAIBHBIX JaHHBIX

3.1. Bce paboTHHKH OpraHu3aliy, ocymecTisomue 06padotky I1]1, 00s3aHbI
XpaHUTh TaiiHy o cBejieHMsX, cozpepxkanmx IIJ[, B coorBercrBum ¢ IlonoxeHueM,
TpeOOBaHUAMHU 3aKOHOAaTENbCTBA PO.

3.2. PaGorHuk BmpaBe TpeOoBaTh IOJHYIO HMHQOpPMAIMIO O CBOUX
TePCOHAJIBHBIX JIaHHBIX, 00 X 006paboTKe, UCTIOIb30BAaHUH U XPaHEHHH.

3.3.JIuma, BUHOBHBIE B HAPYLIEHUU HOPM, PETYJHMPYIOIIUX IOJYy4YCHHE,
obpaGorky u  3ammty IIJl  paGOTHMKOB,  HECyT  JUCLMIUIMHAPHYIO,
aIMMHHMCTPATUBHYIO, TPaXIAaHCKO-IIPABOBYIO WJIM YTOJIOBHYIO OTBETCTBEHHOCTh B
COOTBETCTBHHU C 3aKOHOAATEILCTBOM.



